Theory of fast nondeterministic physical random-bit generation with chaotic lasers.
We theoretically show that completely stochastic fast physical random bit generation at a rate of more than one gigabit per second can be realized by using lasers with optical delayed feedback which creates high-dimensional chaos of laser light outputs. The theory is based on the mixing property of chaos, which transduces microscopic quantum noise of spontaneous emission in lasers into random transitions between discrete macroscopic states.